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REPORTING PROCEDURE  

(Authorized Version Rev. 1.0) 
 

 

SCOPE OF THE PROCEDURE AND REFERENCE LEGAL FRAMEWORK 

 
The purpose of this procedure is to regulate the process of receiving and managing reports (commonly 

known as whistleblowing) in accordance with Legislative Decree No. 24 of 2023, by employees, 

consultants/self-employed collaborators, and/or employees/collaborators of companies/suppliers of 

goods or services or those carrying out works for the Companies, as well as the methods for managing 

the related investigation, in compliance with privacy regulations and the protections provided by law for 

the whistleblower, the reported individual, and other parties involved in the report (e.g., facilitators) 

regarding the obligation of confidentiality and the prohibition of retaliation.   

The purpose of the procedure is also to adequately inform all recipients of the regulations on 

whistleblowing as outlined by Legislative Decree No. 24 of 2023."
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Acronimi e Glossario 
 

Definizioni 

Whistleblowing An institution that protects the employee or collaborator who 
reports illegal activities (Article 2, paragraph 1, letter a of 
Legislative Decree No. 24 of 2023) aimed at regulating the 
reporting process within the company for crimes, illegal acts, 
violations, or other irregularities defined by the aforementioned 
Decree by an individual who has become aware of them due 
to their employment relationship, and which provides the 
whistleblower with a specific protection regime recognized by 
law even in cases where discriminatory and retaliatory 
measures are taken against them as a result of the report 
made.   

Whistleblowing Report A report sent by a qualified individual (whistleblower) regarding 
illegal conduct of which the whistleblower has become aware due 
to their employment/collaboration relationship.   

Internal Report Written communication of information regarding violations 
presented through the company's internal reporting channel.   

External Report Written or oral communication of information regarding violations 
submitted through the external reporting channel to ANAC, 
pursuant to Article 7 of Legislative Decree No. 24 of 2023.   

Public Disclosure Making information regarding violations public through the press or 
electronic means, or in any way through dissemination methods 
capable of reaching a large number of people.   

Report Manager (or 
“Manager”) 

The internal or external subject entrusted with managing the 
reporting channel to evaluate the existence of the reported 
facts, the outcome of investigations, and any measures taken.   

Whistleblower  An individual who reports, publicly discloses, or denounces to 
judicial authorities violations of national or European Union 
regulations that harm the interests or integrity of the Company 
of which they have become aware in the context of their work.   

Facilitator An individual who assists the whistleblower in the reporting 
process, operating within the same work context, and whose 
assistance must remain confidential.   

Whistleblowing Platform 

(Platform) 

An IT tool adopted for the submission and management of 

internal whistleblowing reports, accessible via the company's 

website.   

Retaliation Any behavior, act, or omission, whether attempted or threatened, 
carried out in response to the report, denunciation to judicial 
authorities, or public disclosure that causes or may cause unjust 
harm, directly or indirectly, to the whistleblower or the individual 
who made the report.   

ANAC National Anti-Corruption Authority. 
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Who is Required to Comply with the Regulation? 
          (FOCUS ON THE PRIVATE SECTOR TO WHICH OUR COMPANY BELONGS) 

 

The protection of whistleblowers operating in the private sector, as provided by Legislative Decree No. 
24/2023, imposes the obligation to establish reporting channels on those entities in the same sector that 
meet at least one of the following conditions:   

 

• They have employed, on average, at least fifty employees with permanent or fixed-term 

contracts in the last year;   

• They operate in specific sectors (services, financial products and markets, prevention of 

money laundering or terrorist financing, transport security, and environmental protection), 

even if they did not reach an average of at least fifty employees with permanent or fixed-

term contracts in the last year;   

• They adopt the organizational and management models referred to in Legislative Decree 

231/2001, even if they did not reach an average of at least fifty employees with 

permanent or fixed-term contracts in the last year.   

 

WHAT CAN BE REPORTED 

 
Behaviors, acts, or omissions that harm the public interest or the integrity of the Company and consist 

of:   

• Relevant illegal conduct under Legislative Decree 231/2001, or violations of the 

organizational and management models provided therein;   

Sono escluse dall’ambito di applicazione del D. Lgs. 24/2023 e, quindi, non possono essere oggetto 

di segnalazione: 

• Disputes, claims, or requests related to a personal interest of the whistleblower that 

pertain solely to their individual employment relationships;   

• Reports of violations that are already mandatorily regulated by the acts of the European 

Union or national acts indicated in Part II of the annex to Legislative Decree 24/2023 or 

by national acts that implement the acts of the European Union indicated in Part II of the 

annex to Directive (EU) 2019/1937, even if not indicated in Part II of the annex to 

Legislative Decree 24/2023.   

 

WHO CAN MAKE A REPORT 

 
Individuals who can report violations of which they have become aware include:   

• Employees, collaborators, apprentices, interns, volunteers;   

• Individuals who are employees/collaborators of clients/suppliers;   

• Freelancers, consultants;   

• Self-employed workers providing services in the Company;   

• Shareholders of the Company and individuals with administrative, management, control, 

supervisory, or representation functions, even de facto, within the Company 

(administrators, auditors, board members, members of the Supervisory Body, etc.).  
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WHEN CAN A REPORT BE MADE 

 
Regarding the work context, a report can be made:   

 

• when the legal relationship is ongoing;   

• during the probationary period;   

• when the legal relationship has not yet begun, if information about the violations was 

acquired during the selection process or in other pre-contractual phases;   

• after the termination of the legal relationship if the information about the violations was 

acquired before the termination of the relationship itself.   

 

CONTENT OF THE REPORT 

 
The whistleblower must provide all useful elements to allow for appropriate checks and verifications to 
confirm the validity of the reported facts. For this purpose, the report must clearly include the following 
essential elements:   

 

a. Personal details of the individual making the report, including their position or role 
within the entity;   

b. A clear and complete description of the facts being reported;   

c. The time and place circumstances in which the reported facts occurred;   

d. The personal details or other elements (such as qualifications and the department in 
which they work) that allow for the identification of the individual(s) responsible for the 
reported facts;   

e. Identification of any other individuals who can provide information regarding the 
reported facts;   

f. Identification of any documents that can confirm the validity of such facts;   

g. Any other information that may provide useful evidence regarding the existence of the 
reported facts.   

 
According to the ANAC Guidelines, anonymous reports are treated as ordinary reports if they are well-
founded. The Company’s Report Manager, who receives reports through internal channels, must 
register any anonymous reports received and retain the related documentation for no more than five 
years from the date of receipt of such reports, thereby enabling their retrieval in case the whistleblower 
or the individual who made the report communicates to ANAC that they have suffered retaliatory 
measures due to that anonymous report.   
 

REPORTING CHANNELS 

 
Legislative Decree No. 24 of 2023 provides for the following reporting channels:   

 

• Internal (within the work context);   

• External (ANAC);   

• Public Disclosure (through the press, electronic means, or dissemination methods 

capable of reaching a large number of people).   
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INTERNAL REPORTING CHANNEL 

HOW TO MAKE AN INTERNAL REPORT 

The internal reporting channel adopted by the Company is constituted by a platform that allows, 
through an automated guided completion procedure, to make and send a whistleblowing report 
complete with the elements and information as required in the section “Content of the Report” and 
according to the indications contained in the ANAC Guidelines.   
 
This platform, based on current regulations, allows the Company to guarantee the maximum 
confidentiality of the identity of the whistleblower, the reported individual, the content of the report 
itself, and any attached documentation, as it ensures the immediate encryption of the report using 
tools and a cryptographic protocol that guarantees its integrity.   
 
The platform is installed on a server managed by an independent third party and is accessible from 
the dedicated “Whistleblowing” section on the website http://www.laegriglie.it/ of LAE S.r.l. , where this 
Procedure and the Privacy Policy are also available.   

 
Access to the platform can be done via the following link:   https://laewb.netorange.it/ 

 
• Once logged in, the required fields in the reporting form must be completed, including both 

dropdown menu selections and free-text fields that allow for a more detailed description of 
the situation generating the report.  

• After completing the aforementioned fields, it will be possible to submit the report and obtain 
a unique identification code, “key code,” which must be used to communicate with the 

authorized individuals as “Report Managers” and to be constantly informed about the status 
of the submitted report.   

 

 

The platform serves as a summary database of essential data regarding reports and their management 
and also ensures the archiving of all attached documentation, as well as that produced or acquired 
during analysis activities. The personal data contained in the database are encrypted using dedicated 
and different encryption keys.   

 

Consultation of the information present on the platform is only permitted for the “Report Manager.”   

 

CONTENT OF INTERNAL REPORTING 

 
The whistleblower must provide all useful elements to allow for appropriate checks and verifications to 
confirm the validity of the reported facts by the Authorized individual managing internal reports. For this 
reason, it is necessary that the report contains some essential elements:   

 

 A clear and complete description of the facts being reported;   

 The time and place circumstances in which the reported facts occurred;   

 The personal details or other elements (such as qualifications and the department in 

which they work) that allow for the identification of the individual(s) to whom the reported 

facts are attributed; 

 Identification of any other individuals who can provide information regarding the reported 

NOTE: Remember to keep the unique identification code of the report safe, as it cannot be 

recovered or duplicated in any way if lost.  

http://www.laegriglie.it/
https://laewb.netorange.it/
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facts;   

 Identification of any documents that can confirm the validity of such facts;   

 Any other information that may provide useful evidence regarding the existence of the 

reported facts.   

 

The Company’s Report Manager, who receives reports through internal channels, must register any 
anonymous reports received and retain the related documentation for no more than five years from the 
date of receipt of such reports, thereby enabling their retrieval in case the whistleblower or the individual 
who made the report communicates to ANAC that they have suffered retaliatory measures due to that 
anonymous report.   

 

AUTHORIZED INDIVIDUALS FOR MANAGING INTERNAL REPORTS 

The individual responsible for managing internal reports authorized to process personal data is the 

company ODV (Legislative Decree 231/2001) : Avv. Luca Dorenti. 

This individual is tasked with maintaining communication with the whistleblower, properly following up 
on the reports received, and providing feedback to the whistleblower while ensuring the confidentiality 
of the whistleblower's identity, the individuals involved and/or mentioned in the report, the content of the 
report, and the related documentation.   

INTERNAL REPORT MANAGEMENT PROCESS 
 

The internal reporting process consists of the following phases:   

 

a) Receipt of Reports   

The Report Manager performs the following activities:   
• Issues an acknowledgment of receipt of the report to the whistleblower within seven 

days from the date of receipt;   
• Keeps the communication channel open with the whistleblower and may request 

clarification and/or additional documentation if deemed necessary;   
• Follows up on the reports received;   

 

b) Preliminary Investigation Phase (Preliminary Verification of Reports)  

In this phase, the Report Manager conducts verification and analysis of the reports received 
by performing the following activities:   
• Evaluates whether the essential requirements regarding the whistleblower and the 

content of the report are met (see the section on “Content of the Internal Report”);   
• Verifies the validity of the circumstances represented in the report, carrying out any 

activities deemed appropriate;   
• Opens a communication channel with the whistleblower when necessary to request 

clarifications or additional documents;   
• Engages with or requests documentation from personnel in the relevant departments 

and anyone else who may contribute to the examination of the matter;   
• May request support from the relevant departments and, if necessary, from external 

professionals.   
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c) Decision-Making Phase (Verification of Reports and Closure of Reports)   

Following the investigation activities, the Report Manager  
• Provides feedback on the report within three months from the acknowledgment of 

receipt;   
• Archives the report with adequate justification if evident and manifest unfoundedness 

is identified;   
• Sends the documentation to the authorized individual (Administrator/Legal 

Representative, etc.) for verification of the reported facts if there are elements of 
validity regarding the reported fact.   

The Report Manager must also communicate the final outcome of the report to the whistleblower, 
explaining the reasons that led to the classification of the report as valid. They will also inform the 
whistleblower that the authorized individual (Administrator/Legal Representative, etc.) has been notified 
to take the necessary measures.   

All investigation activities undertaken and the related outcomes must be adequately documented, 
particularly regarding the decisions made.   

 

EXTERNAL REPORTING CHANNEL (ANAC) AND PUBLIC DISCLOSURE  

 
Whistleblowers may use the external channel (ANAC) accessible at this link 
https://whistleblowing.anticorruzione.it/#/ only when:   

• The mandatory activation of the internal reporting channel is not provided within the work 

context, or it is not active, or even if activated, it does not comply with legal requirements;   

• The whistleblower has already made an internal report that has not been followed up;   

• The whistleblower has legitimate reasons to believe that making an internal report would 

not be effectively followed up or that the same report could result in a risk of retaliation;   

• The whistleblower has legitimate reasons to believe that the violation may pose an 

imminent or obvious danger to the public interest.   

 

Whistleblowers may directly make a public disclosure when:   

• The whistleblower has previously made an internal and external report, or has made a 

direct external report and has not received feedback within the established timeframes 

regarding the measures planned or adopted to follow up on the reports;   

• The whistleblower has legitimate reasons to believe that the violation may pose an 

imminent or obvious danger to the public interest;   

• The whistleblower has legitimate reasons to believe that the external report may carry the 

risk of retaliation or may not be effectively followed up due to the specific circumstances 

of the case, such as where evidence may be concealed or destroyed, or where there is 

reasonable fear that the individual who received the report may be colluding with the 

perpetrator of the violation or involved in the violation itself.   

 

GUARANTEE OF NO RETALIATION 

 
No form of retaliation or discriminatory measure, direct or indirect, affecting the working 

conditions for reasons directly or indirectly related to the report, is permitted or tolerated against 

the whistleblower who makes a report in accordance with this procedure

https://whistleblowing.anticorruzione.it/%23/
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Examples of Retaliatory Behaviors: 

 

• Termination, suspension, or equivalent measures;   

• Demotion or failure to promote;   

• Change of functions, change of workplace, salary reduction, change of working hours;   

• Suspension of training or any restriction of access to it;   

• Negative performance evaluations or negative references;   

• Adoption of disciplinary measures or other sanctions, including monetary penalties;   

• Coercion, intimidation, harassment, or ostracism;   

• Discrimination or otherwise unfavorable treatment;   

• Failure to convert a fixed-term contract into a permanent contract when the worker had a 

legitimate expectation for such conversion;   

• Non-renewal or early termination of a fixed-term employment contract;   

• Damage, including to the individual's reputation, particularly on social media, or economic 

or financial harm, including loss of economic opportunities and loss of income;   

• Inclusion in improper lists based on a formal or informal sectoral or industrial agreement, 

which may prevent the individual from finding employment in the sector or industry in the 

future;   

• Early termination or cancellation of the contract for the supply of goods or services;   

• Cancellation of a license or permit;   

• Request for psychiatric or medical examinations.   

 

COMPETENCE IN DETERMINING RETALIATION 

 
The management of communications regarding retaliation in the public and private sectors is 

the responsibility of ANAC, which may rely on the collaboration of the Inspectorate of Public 

Function and the National Labor Inspectorate, as appropriate.   

The declaration of nullity of retaliatory acts falls to the judicial authority.   

 

PROOF OF RETALIATION 
 

• ANAC must ascertain that the behavior (act or omission) deemed retaliatory is a 

consequence of the report, denunciation, or disclosure.   

• Once the whistleblower proves they have made a report in accordance with the 

regulations and have suffered retaliation, it is the employer's burden to prove that such 

behavior is in no way related to the report.   

• As this constitutes a presumption of responsibility, contrary evidence must emerge in the 

presence of ANAC. For this reason, it is essential that the alleged responsible party 

provides all elements from which the absence of a retaliatory nature of the measure taken 

against the whistleblower can be deduced.   

 

PROTECTION FROM RETALIATION EXTENDED TO OTHER INDIVIDUALS 
 
Protection also applies to: 
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• The facilitator (an individual who assists the whistleblower in the reporting process and 

operates within the same work context);   

• Individuals from the same work context as the whistleblower, the individual who made a 

denunciation, or the individual who made a public disclosure, and who are related to them 

by a stable emotional or family bond up to the fourth degree;   

• Colleagues of the whistleblower or the individual who made a denunciation or public 

disclosure, who work in the same work context and have a habitual and ongoing 

relationship with that person;   

• Entities owned by the whistleblower or for which those individuals work, as well as entities 

operating in the same work context as the aforementioned individuals.   

 

PROTECTION OF WHISTLEBLOWER CONFIDENTIALITY 
 

• The identity of the whistleblower cannot be disclosed to individuals other than those 

competent to receive or follow up on the reports;   

• Protection applies not only to the whistleblower's name but also to all elements of the 

report from which the identification of the whistleblower can be inferred, even indirectly;   

• The report is exempt from access to administrative documents and the right to general 

civic access;   

• The confidentiality protection extends to the identity of individuals involved and mentioned 

in the report until the conclusion of the proceedings initiated due to the report, respecting 

the same guarantees provided in favor of the whistleblower.   

 

PROTECTION OF PERSONAL DATA 
 

• The processing of personal data related to the receipt and management of reports is 

carried out by the Company, as the data treatment owner, in compliance with European 

and national principles regarding personal data protection, providing suitable information 

to the whistleblowers and the individuals involved in the reports, as well as adopting 

appropriate measures to protect the rights and freedoms of the parties concerned.   

• Furthermore, the rights outlined in Articles 15 to 22 of Regulation (EU) 2016/679 can be 

exercised within the limits set forth in Article 2-undecies of Legislative Decree No. 196 of 

June 30, 2003.   

• Internal and external reports and related documentation are retained for the time 

necessary to process the report and, in any case, for no longer than five years from the 

date of communication of the final outcome of the reporting procedure, in compliance with 

confidentiality obligations under European and national regulations regarding personal 

data protection.   

• Individuals are provided with information on the processing of personal data through 

publication on the Company's website.   

• The company that provided the IT platform has been appointed as the Data Processor 

under Article 28 of the Regulation.   

• Individuals authorized to manage internal reports have received their authorization letter 

and have been specifically trained.   

• In compliance with Article 13, paragraph 6, of Legislative Decree 24/2023, a Data 

Protection Impact Assessment (DPIA) has been conducted in accordance with Article 35 
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of the Regulation to define and implement the necessary technical and organizational 

measures to mitigate risks to the rights and freedoms of the interested parties.   

• The record of processing activities has been updated to include the data processing 

carried out within the framework of the report management procedure. 
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